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B-SEC better secure KG

o IT-Sicherheit in industriellen Umgebungen (OT / IACS / SCADA / 14.0, etc.)
o Assessment — Priifung technischer und organisator. SicherheitsmaBBnahmen
o Training — Security Engineering, Security-Architektur, Zertifizierungen, etc.
o Beratung — Design/Implementierung von sicheren Systeminfrastrukturen

better secure

Allgemein beeideter, gerichtlich zertifizierter Sachverstandiger
o fir IT-Sicherheit, Verschliisselung, Datenschutz, Gebdaudeautomation

Geschaftsfiihrer / CTO Bioenergie Bleier GmbH & Co KG
Auditor fir ISMS nach ISO 27001/27018/27701, NIS-V Auditor
FH Lektor fiir angewandte IT-Sicherheit & Security Engineering

Normung & Standardisierung:
o Vorsitzender OVE TSK MR65 - Spiegelkommittee des [EC TC65 — IEC 62443, IEC 61508, etc.

o Vorsitzender OVE AG MR65 Industrial Automation & Control Systems Security (IEC 62443)

o Mitarbeit bei ISA WG 99 (IACS Security); ASI (Austrian Standards) Komitee 001 (IT),
AG 001.18 (Datenschutz), AG 001.27 (Information security, Cybersecurity and privacy protection)

Zertifizierungen: [
o  CISSP-ISSAP/ISSMP/ISSEP, CSSLP, CISM, CISA, ISO 27001 Manager/Auditor, TUV Trusted Sec. Auditor
o SANS/GIAC GICSP/GRID/GPEN/GXPN/GWAPT/GAWN/GMOB/GCPN, [EC 62443, CMSE, CEH, etc.
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Wozu uberhaupt IEC 62443?
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Ein ,,typischer“ Tag in einem Industrieunternehmen...

Firmen-Netzwerk
Office-PC

Engineering-PC
(EWS)

Lateral
Movement

* Phishing E-Mail /
Drive-by Download

Produktion Kikeied

Angreifer

VM / Backup-Server
Automatisierungssystem
(PLC, HMLI, etc.)
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Also was tun?
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IEC 62443 to the rescue

Secure System Design
Risk Assessment, Zones and Conduits,

Security Levels, etc. 62443-3-2

Cyber Security Management
Configuration Mgmt, Network Security,

User access control, etc. psyrrmw

Secure components & lifecycle
Security features, tested and verified

Vulnerability mgmt.
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Problem gelést ©

Internet-Zone Office-Zone
Office-PC

Plant-Zone

Engineering-PC

Automati-
sierungssystem
(PLC, HMI, etc.)

Angreifer

VM / Backup-Server

Plant-Control-Zone
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Scope der IEC 62443 Standards
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Status der IEC 62443 Normenreihe

IEC 62443-1-1 (Ed. 2)

Policies &
Procedures

System

Component

General
%‘h; \

Terminology, Concepts
and models

2009/Draft

IEC 62443-2-1 (Ed. 2)

Security program
requirements for IACS

2010/FDIS

IECITR 62443-3-1

Security technologies
for IACS

2009/Draft

IEC 62443-4-1

Product security
development life cycle
requirements

2018

IECITS 62443-1-3 IEC/TR 62443-1-4

Security system
conformance metrics

IACS security lifecycle
and use cases

Draft

Planned

IEC 62443-1-5
Scheme for cyber
security profiles

2023

IACS Security Protection
Ratings

IEC/TR 62443-2-3

IEC 62443-2-4

Security program

Patch management in requlrements for IACS

the IACS environment

Draft

2015/Draft | 1 2015/FDIS

IEC/TR 62443-2-5

Implementation guidance
for IACS asset owners

Planned

Security risk assessment
for system design

IEC 62443-3-3

System security

requnements and

2020

IEC 62443-4-2

Technical security
requirements for IACS
components

IEC 62443-6-1

2019

IEC 62443-5-x

Profiles for Sec. Evaluation

Methodology
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Aktuelle Entwicklungen in der IEC 62443

Security evaluation methodology (fir 2-4 & 4-2)

e Einheitliche Zertifizierung nach IEC 62443 — CSA / CRA
* 62443-6-1 und 62443-6-2 kurz vor Veroffentlichung

»Horizontal framework* — Harmonisierung

 Standardization Request der EU - SRAHG

IEC 62443 Profiles (1-5) — Profile fur Use-Cases/Branchen
e Standard fertig entwickelt, positive Abstimmung,

Weitere Teile die derzeit entwickelt/liberarbeitet werden:

e 2-1 Ed. 2 - Security Program Requirements for Asset Owners
e 2-2 — IACS Security Program Ratings

e 2-3 Ed. 2 — Patch Management in the IACS Environment

e 2-4 Ed. 2 — Security Program Requirements for Service Providers
e 3-1 Ed. 2 — Security technologies for IACS

e 3-3 Ed. 2 — System security requirements and security levels
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IEC 62443 als Basis f. branchenspezifische Standards

Energy Healthcare Industry Building Mobility/Transport
including Nuclear, Pow er systems including Discrete, Process, Sw itchgear, Smart including smart including Railw ay, Automotive
Manufacturing office/home
IEC 62645
SC45A ITEC% 563283 -3 Egg;S 50701
IEC 62351 . IEC TS 63208
TC57 IEC 63278-1 SC 121A ISO NP
IEC 62859 IEC 80001 TCH5 ISO TC22
SC45A
C62A IEC 62280
< IEC TR 63074 TC9
IEC 63096 IEC 60601 o
SC45A A e
SC62A EC TR 63069

from [EC TC65 WG10 TF Horizontality

5

£ -

IEC 62443 Basic Star;dard for Security

SIECHICES

References to standards

—— > Existing reference

Potential reference
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OVE Akademie - Seminar zur IEC 62443

Systematische Absicherung industrieller Automatisierungssysteme mit der IEC 62443

Inhalt

Automatisierungssysteme sind immer haufiger Teil von modernen Industrieanlagen — und die Gefahr IT-basierter
Angriffe auf diese Anlagen wird zu einem immer wichtigeren Aspekt bei der Planung und beim Betrieb solcher
Systeme.

Im Seminar wird daher auf Basis der Norm IEC 62443 die systematische Absicherung von Automatisierungssystemen
gegeniber Cyberangriffen anhand theoretischer Grundlagen und praktischer Beispiele vermittelt.

Die Teilnehmer kdnnen nach dem Seminar Gefahren fir ihre Anlagen realistisch beurteilen und objektiv analysieren
und dokumentieren, sowie systematisch Maltnahmen ergreifen um die Risiken zu senken.

+ Gefahren und Herausforderungen im Bereich der Sicherheit industrieller Automatisierungssysteme
+ Gesetzliche Anforderungen und Standards in diesem Bereich

+ Aufbau eines IACS Information Security Programms

» Systematische Bedrohungs- und Risikoanalyse

+ Design sicherer Anlagenkonzepte

« Anforderungen an Betreiber, Integratoren und Hersteller

+ Sicherheitstechnologien fur IACS

» Praktische Beispiele und Tipps fiir die Umsetzung

https://www.ove.at/oveacademy
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Remember

Die IEC 62443 liefert Best Practices fiir die Planung
und Umsetzung von CybersicherheitsmaBBnahmen
flir Betreiber, Systemintegratoren und Hersteller von
industriellen Automatisierungs- und Steuerungssystemen
(IACS)

Die Normenreihe wird standig weiterentwickelt und von
immer mehr branchenpezifischen Normen als Basis

genutzt
[=] s [=]
L !; Kontakt = SEC
aa _ Thomas Bleier o LO
E L oF ] Dipl.-Ing. MSc CISSP-ISSAP,ISSMP,ISSEP CISA CISM CSSLP GICSP GPEN better secure
=] A0 t@b-sec.net @ +43 664 3400559 https://www.b-sec.net
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Rollen in der IEC 62443

Security Documentatio
Security Guidelines
Securlty Support

/

Product
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Z—\

Integration/
Commissioning

Requirements
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Asset
Owner
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Rollenspezifische Anwendung der IEC 62443

Produkt
Spezifikation Implementierung Zertifizierung
4-1 Product Development Req. 3-3 Security Req. & Sec. Levels 2-3 Patch Management
4-2 Technical Security Req. 6-x Security Evaluation Method.
Anlage
pt Integration Betrieb
Spezifikation : Entsorgun
P Inbetriebnahme Wartung sung
|
| 2-1 Req. f. IACS CSMS I 2-4 Solution suppliers yIl 211 Req. f. 1ACS C5Ms j1 21 Req. f. 1ACS CsMs I
5-x Profiles ||| 3-3 Sec.Reqg&Sec.Levels II 2-4 Req. Solution Sup. ||! 2-4 Req. Solution Sup. ||
) 1 I ! I
| 3-2 Risk Ass. & Design | 23 Patch Mgmt. |
| i | L I
I jl| 23 Patch Mgn. Il 3-2 Risk Ass. & Design 1 i
IBetreiber I Integrator 155 Sec.Reg&Sec.Levels |II I

OVE ( B-SEC [PUBLIC]  © Thomas Bleier, B-SEC better secure KG / ISA99 / IEC TC65 18

Academy better secure



Security Level aus der IEC 62443

Keine Anforderungen bzw. kein Schutz notwendig

Schutz gegen ungewollten, zufalligen Missbrauch

_________________________ ]
15 I' Einfache Niedriger Allgemeine Niedrige ||
= I Mittel Aufwand Skills Motivation ||
S | !
c S Moderater Moderate |l
v O > . .

v Aufwand N\ Motivation |l
%ﬁ-i’ | Techrjisch IACS spezifische I
M= | ausggfellte Skills :
g= | Mittel Erheblicher Hohe |/
3 I Aufwand Motivation I
1 .
: Angreifer '
Ov : ',?’b;:t?‘iﬁ [PUBLIC] © Thomas Bleier, B-SEC better secure KG / 1SA99 / IEC TC65 19



Security Element Groups

Identification, authentication &

access control — FR1

Use control — FR2

System Integrity (FR3)
Organizational security measures
ISA/IEC 62443-3-3

Data confidentiality (FR4) ISAIEC 62443-4-2

Configuration management
Restrict data flow (FR5)

Fundational requirements

Network and communications security

Timely response to event (FR6)

Component security Resource availability (FR7)

Protection of data Technical Requirements

User access control
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ISA/IEC 62443-2-1

ISA/IEC 62443-2-2
ISA/IEC

62443-2-4

ISA/IEC 62443-4-1

ISO 27001 & other ISMS

Event and incident management Process

System integrity and availability
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Security program requirements
People

ISA/IEC 62443-2-1
ISA/IEC 62443-2-2

Organizational requirements
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Zones and Conduits

Network

: E-C
@nterprlse

5

Ny

Enterprise Firewam

() Web Server
i b -
Enterprise WLAN R Conduit C
\ File Server /
( i Terminal Services / Inventory
I n d u St r al/ Data Historian Mirror Router/ Management
Enterprise ﬁ Firewal $
§ i 98
DMZ > 3
ig‘ \ Managed
Domain Controller, Anti-Virus, \){\ SR Manufacturing Execution
\ Patch Management 00(\ System (MES)
)
,)O’
<9/-,
‘ Router/ Router/
Firewall Firewall
PLC PLC

Local

( Legacy/FieIdbusO) ’
|

Switch
R
| |

Field Devices

B =

O -
N .-

HMI

Local

( Legacy/Fieldbus O)

‘ Switch
RN
| |

Field Devices

B =

B O -
N N . -

HMI

O

VE ' (ke

Academy better secure

[PUBLIC]

© Thomas Bleier, B-SEC better secure KG / ISA99 / IEC TC65

21



ISA - International Society of Automation

* Non-profit technical society for engineers

e Previously , Instrument Society of America”, ISA
now international focus

« Many workings groups on automation
technology and different application areas

 Publications, training courses, certification programs, etc.

« Cybersecurity Standard started as ISA99, later joined
efforts with IEC to develop IEC 62443
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IEC - International Electrotechnical Comission

e International Standards for electrical,
electronic and related technologies

e See alsoISO/ITU/ IETF and
ETSI/ CEN / CENELEC / etc.

« |SO/IEC JTC 1 (Joint Technical Committee)

o Information technology related standards
o ISO/IEC 2700x, ISO/IEC 15408, etc.

« |ACS Security standards 62443 developed as part of TC 65
(Industrial-process measurement, control and automation)

« >80 countries, >100 technical commitees,
>500 working groups, >6700 standards
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OVE - Osterreichischer Verband fiir Elektrotechnik

Nationaler Verband flir elektro-
technische Normung

B
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"'/—ﬁfﬁ-i\‘({\ b N

B . 3
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VE \vgﬂ

 Nationalkomitee des IEC

« Jedes Mitgliedsland (>80) hat
Im [EC eine Stimme

« |[ECTC65 - OVE TSK MR65 ,Industrielle Prozess-, Mess-,
Regelungs- und Steuerungstechnik”

« AG MR65 IACS Security = IEC 62443 + related Standards

* GIT - Gesellschaft fur Informationstechnologie im OVE

—
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IEC standard development process (overview)

Proposal of a new / revised standard

Preliminary work item (PWI) New Work Item Proposal (NP) Review Report (RR)

Preparation of the content

Working Draft (WD) Committee draft (CD) Document for Comments (DC)

Commenting/Review

Committee draft for vote (CDV) (only for IS) Compilation of comments (CC)

Voting

Final draft international standard (FDIS) Draft Technical Standard (DTS) Draft Technical Report (DTR)

Publication

|¢

International Standard (1S) Technical Specification (TS) Technical Report (TR)
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